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This paper presents an approach to modelling the resilience of a generic (potable) water supply system. 
The system is contextualized as a meta-system consisting of three subsystems to represent the natural 
catchment, the water treatment plant and the water distribution infrastructure for urban use. An abstract 
mathematical model of the meta-system is disaggregated progressively to form a cascade of equations 
forming a relational matrix of models. This allows the investigation of commonly implicit relationships 
between various operational components within the meta system, the in-depth understanding of specific 
system components and influential factors and the incorporation of explicit disturbances to explore system 
behaviour. Consequently, this will facilitate long-term decision making to achieve sustainable solutions for 
issues such as, meeting a growing demand or managing supply-side influences in the meta-system under 
diverse water availability regimes.  
This approach is based on the hypothesis that the means to achieve resilient supply of water may be better 
managed by modelling the effects of changes at specific levels that have a direct or in some cases indirect 
impact on higher-order outcomes. Additionally, the proposed strategy allows the definition of approaches 
to combine disparate data sets to synthesise previously missing or incomplete higher-order information, a 
scientifically robust means to define and carry out meta-analyses using knowledge from diverse yet re-
latable disciplines relevant to different levels of the system and for enhancing the understanding of de-
pendencies and inter-dependencies of variable factors at various levels across the meta-system. The pro-
posed concept introduces an approach for modelling a complex infrastructure system as a meta system 
which consists of a combination of bio-ecological, technical and socio-technical subsystems. 
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1. INTRODUCTION 
 
An important concern in our current complex ‘always on’ world is the need for assurance of interoperability 
within and across infrastructure(s). A recurrent theme in governance of such systems1),2),3) has been the failure 
to detect signs of trouble in one organisation (or system) that causes significant disruptive effects in other 
systems via the inter-connectedness of these systems. Such phenomena is often referred to as ‘network events’ 
in research literature4). The potential for the rapid spread of consequent impacts, geographically and through 
time, often renders a comprehensive understanding of a network crisis’s context beyond the grasp of compe-
tent authority. These events are variously described as ‘outside of the box,’ ‘too fast,’ and ‘too strange’5). 
The full ramifications of this type of crisis are difficult to anticipate due to systemic complexity within and 
between pockets of infrastructure. Furthermore, because of the cascading nature of the phenomena, institutions 
might be unlikely to face single incidents but rather a series of systemic failures within and across functional 
areas, often appearing concurrently. The notion of cascading failures (reminiscent of a multi-level domino 
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effect) is important to a range of public and private institutions with immediate impacts on societal well being, 
the provision of essential services and longer-term impacts on economies generally. In such systems the in-
terdependencies between human, technical and environmental components of critical infrastructure (CI), es-
pecially those providing or supporting essential services, can be significant. 
A key service, accepted as a norm in most modernised economies is the provision of potable water supplies. 
Water supply and sanitation are among the most basic human needs and a reliable potable water supply is a key 
measure of human well-being. The main objective of a water supply system is to supply good quality water 
reliably to consumers. A generic water supply system consists of a supply catchment, storage reservoir, and a 
treatment plant. Water supply systems are influenced by diverse systems characteristics with varying levels of 
complexity. The system characteristics vary from geographical region to region due to differences in catch-
ment characteristics, differences in climatic conditions and differences in demand and supply scenarios. It is 
essential that these diverse and highly variable factors are taken into consideration to enhance the reliability of 
the system and service standards. 
A further complexity arises due the dynamic nature of the various characteristics that influence a water 
supply system. Climate change and increasing demand due to population growth are two important factors that 
can influence the characteristics of a water supply system and thereby the reliability of supply and in turn the 
resilience of the system. The predicted consequences of climate change, such as the increase in temperature, 
changes in precipitation patterns and intensity, runoff, evaporation and soil moisture will exert a significant 
influence on changing system properties6). Population growth will not only increase the water demand, but will 
also change the demand characteristics. Furthermore, increased urbanisation such as the construction of roads 
and buildings and more land usage for industrial purposes will in turn increase the pollution of receiving water 
bodies7). Therefore, climate change and population growth have a direct impact on the quality and quantity 
characteristics of water available for supply. Consequently, the system needs to be highly resilient to withstand 
these pressures. 
This paper seeks to examine the hypothesis that resilience is an essential management strategy in water 
supply management. Using the concept of long-term changes to weather as a central foil, it details approaches 
for expressing resilience across a multi-level model of a generic water supply system under the influence of a 
theoretical water availability regime influenced by climate change.  
A central goal of the paper is to explore an approach to modelling surrogates of resilience, as related families 
of disaggregated models, and to consider the viability of these models as decision support aids in managing the 
complex interaction between components inherent in a ‘generic’ water supply system under contrasting con-
ditions of drought and flooding: both of which have historically constituted natural disasters in Australia. 
 
 
2. RESILIENCE 
 
(1) Definition of Resilience 
One of the major issues confronting researchers and end-users alike is that there is no universally accepted 
standard or interpretation of the concept of resilience even though there are a number of new fields using the 
concept: such as resilience engineering. Given this uncertainty there is an attendant need to clearly define 
resilience as an operational concept, generally, but importantly how it might assist enhancing the robustness 
and reliability of complex infrastructure systems. An important distinction needs to be made between the terms 
Resistant and Resilient. Resistance is an attribute of a system to retain an as-designed form or function when 
operating under normal or extreme conditions. Typically, the range of function is limited and systems operate 
within narrow parameters: that is, they are resistant to change. 
Resilience, however, is a systemic capability that when present tends to allow the sustenance of optimal 
functioning under a more varied range of pressures. In contrast to resistance, where ‘optimal’ defines a limited 
range of how operations can be carried out, resilience relates to an ability (of a system or organisation) to adapt 
to varying conditions or stressors and consistently maintaining near to optimal capability and capacity to op-
erate. A key difference therefore is that the former state describes consistency in a narrow context and the latter 
operates under context and conditions that might be far from normal: in other words, resisting change or the 
effects of disturbance as compared to adapting to the impact of it. 
Resilience has been defined as the capacity of a system to actively re-organise itself and maintain functio-
nality, and output, while absorbing the effects of disturbance8). Closely linked to this definition is the extension 
that includes the amount of disturbance a system can absorb without shifting into an alternate operational 
regime with subsequent changes in function and structure. The more resilient a system, the larger the distur-
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bance it can absorb without shifting into an alternate regime9). Used in this sense resilience is linked inexorably 
to notions of persistence and sustainability. 
 
(2) Application of Resilience as a Concept 
The concept of resilience has been applied across a number of disciplines, including human capacities to 
cope under extreme conditions. However, a common application has been related to the analysis of complex 
systems, the interactivity of their parts and general tendencies of these systems to operate in ordered patterns 
within generally chaotic circumstances. Such pockets of order and regularity (negative entropy) may be said to 
possess resilience if there is a tendency to remain within defined parameters of functionality when disturbed by 
external or internal factors. 
Studies of resilience have been broadly representative of a range of scientific disciplines, namely, ecological 
analyses of predator-prey relationships10),11). However, it’s viability as an analytical concept applied to wider 
settings and managing complex systems has become important in recent times. The application of the concept 
arose in diverse areas of knowledge ranging from archaeology, economics and history12). Similarly, there is a 
multitude of other examples13) of resilience-focused research in areas as diverse as: social resilience in relation 
to coastal communities and their exposure to natural hazards14); vulnerability of cities15); patterns of migra-
tion16); management processes in institutions and theories of social change17),18); famine and assessment of 
vulnerability of food systems19),20); and, the emergence of tipping points and multi-stable behaviour of social 
systems21). 
A key characteristic in any approach to systemic resilience is stability. Table 1 contrasts a range of base 
concepts, their characteristics, focus and context in technical, ecological and socio-ecological systems. Each 
base concept varies according to the type of system and the nature of interaction of sub-components. The 
socio-ecological category represents interdependencies between humans, their systems (i.e. economies, legal 
frameworks, food production) and the wider biological environment. Relationships between components 
within this category are dynamic with considerable scope for complexity across a range of spatial, temporal 
and social scales: thus emphasis on adaptability, innovation and learning.  
 
Table 1 Resilience: From technical to a broader Social - Ecological contexts22) 
Systems concept Characteristics Focus Context 
Technical  Return time efficiency  Recovery, constancy  Vicinity of a stable 
equilibrium 
 
Ecological Buffer capacity, withstand 
shock, maintain function 
 
Persistence, robustness Multiple equilibria, 
stability landscapes 
Socio-ecological  Interplay disturbance & 
reorganization, sustaining 
& developing 
Adaptive capacity, 
transformability,  
learning, innovation 
Integrated system 
feedback, dynamic in-
teractions 
 
While the application of resilience within ecological systems, in contrast to the co-evolutionary aspects of 
interdependent socio-ecological views, emphasise environmental stability, there remains the context of al-
ternate functional regimes that may appear after an external disturbance. An important concept related to 
change in physical and ecological systems is a ‘threshold’ of change. For example, an ecosystem might absorb 
disturbance stresses and resist change but over time, stability decreases (sub-system processes) and a process 
where functionality changes and the regime shifts to another form. An example23) is an agricultural ecosystem 
- a grassy savannah where cattle are grazed. With increased grazing pressure grass levels become slightly 
depressed but may still remain effectively a grassy savannah. This state is suddenly lost if grazing continues 
and reaches a particular critical point,, and there is a (regime) shift towards a different foliage cover – possibly 
with a higher concentration of shrubs.  
Thus the transition, while not sudden, passes through a threshold (a functional buffer) resulting in a general 
condition where a significant change occurs in the ecosystem. As a conceptual base, comparative study of 
ecosystems and infrastructure may enhance appreciation of the interdependencies and thus generate options 
for better design and operation of essential services. Notwithstanding these established considerations, resi-
lience as an operational characteristic in socio-technical systems, such as modern infrastructure remains to be 
explored more fully. It has been noted24) that resilience is difficult to measure, especially as an indicator of 
current and potential future states in socio–ecological systems. In contrast to a socio-ecological system, a 
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socio-technical system is mostly limited to human interactions (especially in relation to operating and con-
trolling) with and reliance on technical systems as embodied in critical infrastructure systems. 
 
 
3. MODELLING A GENERIC WATER SUPPLY SYSTEM  
 
(1) As a meta system 
The initial approach taken here is to consider application of the concept of resilience across three significant 
and different domains: water catchment, and a growing urban environment (that includes a variety of land use 
modes common to an urban area), facilitated by a complex system of infrastructure networks25). The long-term 
viability of a catchment area can be impacted by many sources of disturbance, ranging from natural (weather 
and fire) to human sourced problems (urbanization, land use planning and climate change). The continuity of 
supply will impact the capacity to supply and re-supply reservoirs. 
Equally critical are decisions when to build new reservoirs and related supply-side infrastructure. The third 
factor, on the demand side, is consumption. All three elements form a meta-system. As depicted in Fig. 1, any 
careful assessment of resilience of supply for potable water requires the inclusion of all three domains as key 
aspects for consideration.  Additionally, factors that can impede functioning of such complex, wide-area in-
frastructure systems include the failure to fully understand the interconnectedness of components and the 
asymmetric effect of unconventional failure modes - made possible more likely due to the interdependencies. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 1 Interdependent Water Domains as a meta-system 
 
A further complication is that while engineering and ecological approaches to resilience have been examined 
to some depth within relevant literature, the integral aspects of managing such meta-systems, with due refer-
ence to the relative importance (strength) of particular interdependencies is incomplete. As a result, approaches 
to the functional application of the concept of resilience across large scale socio-technical systems lack clear 
definition. 
A possible way forward may lie in a common mapping, across spatial scales, between ecosystems and in-
frastructure systems (Table 2).  While the mapping suggested in Table 2 is compelling, it is not without certain 
limitations given the marked difference between natural and engineered systems. However, the systemic 
components of infrastructure are more than just an aggregation of their parts and hierarchical controlling 
systems do exhibit degrees of similarity to the emergent properties of multi-scale ecosystems. For example, the 
delivery of reliable water supply will not automatically emerge from an ad-hoc collection of well placed sto-
rage tanks, treatment units, pipelines and related components. 
The aggregated relationship shown in Table 2 has implications for the way interdependencies between 
components may be recognised and assessed.  While dependencies are weak or nonexistent at the part and unit 
levels, they are, by logic, more important at higher levels of organisation.  It is this concept of emergence that 
is typified in ecological systems and native to ecological notions of resilience that is considered in this paper. 
 
Water Catchment 
(Bio/Ecological subsystem) 
Water  
Infrastructure 
Technical subsystem 
Urban Users 
Socio-technical 
subsystem 
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Table 2 Comparative Spatial Scales: Ecosystems vs. Built Infrastructure 
 
Ecosystem Infrastructure Components26) 
 Part: Smallest part of a system that can be identified 
in an analysis 
 
Individuals - an individual of the same species Unit: A functionality related to collection of parts 
(i.e. A water disinfection system ) 
 
Population - a group of individuals of the same 
species living in the same geographic area. 
Subsystem: an array of units  
(i.e.  A coagulation-filtration system ) 
 
Community - all interacting populations living in 
the same geographic area 
System: a grouping of sub-systems  
(i.e. Water treatment plant) 
 
Ecosystem - all interacting communities of organ-
isms and abiotic factors of the environment within a 
defined area 
 
Infrastructure: a complete collection of like sys-
tems (i.e. Water Supply System) 
Biosphere - the global ecosystem, including all the 
earth’s regions that can support life (land, air, water). 
Inter-dependent systems of Infrastructure: the 
interconnected web of infrastructures. 
 
Accurate analysis of resilience within systems of built infrastructure must include consideration of these 
links27). With related infrastructure systems, possibly dispersed across a wide geographical footprint, the no-
tion of interdependency between the systems of infrastructure is important. Disruptions or outages at this level 
of association can result in cascading or even escalating failure in connected systems linked either physically, 
logically or virtually. Such failure events differ fundamentally from disruptions confined to a single infra-
structure element, given that interdependencies are necessary for the generation or propagation of these types 
of failures28). The water supply meta-system detailed in this paper (Fig. 1) rests at the Infrastructure/Ecosystem 
level articulated in Table 2. It is at this level that our conceptual modelling begins. 
 
(2) A base model: Resilient Water Supply 
The approach presented here is exploratory. It does not seek to detail a definitive equation of the components 
of a resilient water system, but rather lists a series of ‘working models’ underpinned by an in-depth conceptual 
understanding of water supply infrastructure and expressed at different levels of detail. 
 
First-degree expression (across the Meta-system) 
Rs = f (QT, QL, DM, a) 
Where Rs Resilience of supply 
 QT water quantity 
 QL water quality 
 DM water demand 
 a other variables (eg. Hydraulic head) 
 
Notes: 
• In developing this equation, the entire meta system has been taken into consideration and looking up-
stream from the consumer (i.e. upstream from the third subsystem – the distribution system). 
• Time has not been explicitly considered as a parameter. It is implied based on the time horizon for the 
investigation. 
 
 
Second-degree relationships 
QT = f (Σ [I – O], ΣL, TT, b) 
Where ∑ Summation of all values in discrete time steps 
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 I All inflows into the system (subsystem 1) (surface runoff + groundwater flow + diversions 
and trans boundary transfers + others) – allows for the specific incorporation of climate 
variables, but it may be preferable to incorporate these in the third degree relationships 
 O All outflows from the system (subsystem 1) (agricultural demand + environmental flows 
+ others) – allows for the specific incorporation of climate variables 
 ∑L Summation of all losses (percolation + evapotranspiration + leakage or other accounted 
losses + reservoir overflows during high rainfall) – allows for the specific incorporation of 
climate variables 
 TT Treatment plant factor and represents the quantity of water the system can treat 
 b Other variables 
 
Notes: 
• Applies to the entire meta system 
• Does not take reservoir storage explicitly into consideration. It is implied similar to the equation 
∫
d(I−O)
dt
=  ∫ dS
dt
 where t is time 
• TT which represents the quantity of water that the system can treat is influenced by the water quality (TQ) 
that the treatment plant can optimally treat. This relationship is considered to be a third degree rela-
tionship. 
 
QL = f (RQ, TQ, c) 
Where RQ Water quality in the reservoir (The water stored in the reservoir will undergo changes in 
quality and will be different to inflow quality. Additionally, this would enable the incor-
poration of climate change factors such as temperature, drought etc.) 
 TQ Treatment plant factor and represents the quality of water the system can treat to provide the 
required output volume 
 c Other variables 
 
Notes: 
• As a third degree relationship, RQ can be defined as, RQ = f (AU, AA, RC, CC, e) where AU is the urban area 
fraction, AA is the agricultural area fraction, RC refers to the relevant rainfall characteristics such as 
rainfall intensity and duration, CC represents the relevant climate characteristics such as drought period 
between rainfall events, temperature etc. 
• Assumes that the treatment plant is geared to handle the water quality derived from rural areas and hence 
rural area fraction is not taken into consideration. 
 
Dm = (ΣDMR + ΣDMC + ΣDMI + d) 
Where ∑DMR Summation of residential area demand 
 ∑DMC Summation of commercial area demand 
 ∑DMI Summation of industrial area demand 
 d Other variables 
 
Notes: 
• Allows for the modelling of management strategies to influence water consumption. 
• ΣDMR = f (∑ [Pr𝑛𝑖=1 . Dr]𝑖, (∑ [Ard. Pr]𝑖𝑛𝑖=1 ) where Pr is population in a specific residential area “i”and Dr 
is the water demand per capita for that area and Ard is the public area extent and Pr is the public area 
water demand area “i”. It is assumed that the water supply area consists of “n” number of residential area 
segments within the water distribution area. 
 
• It is assumed that similar equations can be developed for commercial and industrial areas. These will be 
in the form of  
ΣDMC = f (∑ [Pc𝑛𝑖=1 . Dc]𝑖, (∑ [Acd. Pc]𝑖𝑛𝑖=1 ) for commercial areas and  
ΣDMI = f (∑ [Ia𝑛𝑖=1 ]𝑖, (∑ [Aid. Pi]𝑖𝑛𝑖=1 ) for industrial areas where Ia is the water demand for industrial ac-
tivity in the area “I”. 
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The initial conceptual model (first-degree) as illustrated above can be decomposed into a series of cascading 
empirical models of reducing complexity. This will allow the explicit and individual incorporation of distur-
bances such as climate change and population driven changes that can influence the functioning of the three 
different subsystems depicted in Fig. 1 and thereby the meta system in entirety, and the specific prioritisation 
of these disturbances. 
These cascading layers and their mathematical representation should be viewed in the following context: 
• As the mathematical underpinnings for a decision framework for managing a water supply system as a 
resilient system; 
• For identifying system vulnerabilities and key influential variables within a given operational scenario; 
• The first degree relationship is essentially a mathematical representation of the three subsystems, which 
in turn brings together the three primary themes which defines water supply resilience, namely, water 
quantity, quality and demand;  
• The decomposition into different cascade layers essentially maintains the integrity of these three pri-
mary themes and is grounded in established theory in water engineering and ecosystem science, leading 
to the incorporation of specific equations to define explicit relationships.  
 
(3) Application of the Model: Management Options 
As mentioned above, the complexity of modern infrastructure systems (via partially understood or unknown 
interdependencies) often impedes attempts to understand how, where and when control action might be ap-
plied to manage loss of functionality, when impacted by disturbances (as represented by the extremes of floods 
or drought). By extension, partial understanding often comes with the use of incomplete data or data sets that 
have been driven by insight afforded by existing models.   
By representing the meta-system as cascading families of equations, benefits can be derived from the ap-
plication of a combination of ideas from the ‘emergence’ of specific data sets and often implicit relationships 
are discoverable and can be manipulated at different levels of abstraction. What is formed or formable is a 
relational matrix of models. For example, if water quantity (QT) is of particular of interest, then by logic control 
or influence of this variable would be enabled by manipulating the factors at a higher level of disaggregation: 
that is at level 2 or above. While obviously reductionist in application, the relational matrix provides a means 
to gauge effects across the entire system by defining relations between operational components.   
Thus, if decisions are required about sustaining demand or supply-side influences in the meta-system under 
diverse water availability regimes, the means to achieve resilient supply of water may be better managed by 
modelling the effects of changes at more detailed levels that have a direct or in some cases in-direct impact on 
higher-order outcomes. 
Other advantages enabled by such an approach include: 
• Definition of approaches to combine disparate data sets to synthesise previously missing or incomplete 
higher-order information. 
• Scientifically robust means to define and carry out meta-analyses using knowledge from diverse yet 
relatable disciplines relevant to different levels of the system.   
• Enhancing the understanding of dependencies and inter-dependencies of variable factors at various 
levels across the meta-system  
 
 
4. CONCLUSIONS 
 
This paper provides a fundamental approach to modelling resilience in a generic water supply system by 
incorporating the concept of ecological emergence to the definition of nested mathematical equations in a 
decision matrix format. The paper adds innovation in two forms: (1) enhancing flexibility by incorporating a 
means to include data from differing sources and granularity to support meta-analyses; and (2) modelling the 
water supply network as three nested systems.  While the work defines initial steps, the fully developed 
modelling approach will contribute to enhancing the management of water supply systems within a resilient 
context resulting from an embedded ability to appropriately absorb or respond to disturbances in either 
proactive or reactive contexts. Such managerial capability is critical in the extreme conditions of drought and 
flood: both of which have been evident in many parts of the world and expected to further exacerbate with the 
predicted impacts of climate change.  
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